YTO TAKOE UH®OPMAIINOHHAS BE3OITACHOCTB?

OcHoBHBIE cocTaBsIOIIMEe. BaxkHOCTH P00OIEeMBI.

Ilong wuHdopmanmonHoit Oe3zomacHocThio (MB) cienyer mnoHuMaTh 3alIuTy
MHTEPECOB CYOBEKTOB MH(POPMALIMOHHBIX OTHOLIEHUH. Hike onucaHbl OCHOBHBIE
€€ COCTaBIsIolME — KOH(UIECHUUATBbHOCTb, LEJIOCTHOCTh, JIOCTYMHOCTb.
[IpuBonutcs cratuctuka Hapymenuil b, onuceiBatoTcs Hanbonee XxapaKTepHbIe
CIIyYaHu.

IHonsitue MH(pOPMALTHOHHOI 0€301TACHOCTH

CnoBocouetanue "nHdopmaroHHas 6€30MacHOCTh" B Pa3HBIX KOHTEKCTaX MOYKET
UMEeTh pa3nuuHbli  cMmbica. B JloxkTtpuHe wuH(bOpMamoHHoOW 0€30MacHOCTH
Poccuiickoit ~ ®enepanu  TepMuH  "MHpoOpManuMoHHas  0e30mMacHOCTH"
UCIIOJIb3YeTCS B HIMPOKOM cMbIciie. MimeeTcss B BUAY COCTOSIHUE 3alUIIEHHOCTH
HAIMOHAJIbHBIX ~ MHTEPECOB B  HMH(MOpPMAIMOHHOM cdepe, OonpeaensieMblx
COBOKYMHOCTbIO  COaJaHCUPOBAHHBIX HWHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyJapcTBa.

B 3akone P® "OO ywactum B MeXAYHApOAHOM HH(POpPMAMOHHOM oOOMeHe"
nH(pOpMaIMOHHAs 0€30MaCHOCTh OMNpEENsIeTCsl aHAJIOTMYHBIM 00pa3oM — Kak
COCTOSTHUE 3aIUIIEHHOCTH uH(GOPMAIIMOHHON cpelbl oO1ecTsna,
oOecrieunBaroiiee ee (POpMUPOBAHUE, MCIOIB30BAHWE U pPa3BUTHE B MHTEpecax
rpakJlaH, OpraHu3aluii, Tocy1apcTBa.

B nanHoMm kypce Haiie BHUMaHHE OYJET COCPEeNOTOYEHO Ha XpaHEHUH, 00paboTKe
U nepenavye mHGOpPMAIMU BHE 3aBUCMMOCTH OT TOTO, Ha KaKOM SI3bIKE (PYyCCKOM
WIM KaKOM-JIM00 MHOM) OHa 3aKOJUPOBaHa, KTO UJTU YTO SIBJISIETCS €€ UICTOYHUKOM
U KAKOe IICHMXOJOTMYECKOE BO3JIEMCTBHE OHAa OKas3plBaeT Ha JoAcd. l[lostomy
TepMuH "mHGOpManMOHHAs 06e30macHOCTh" OyJIeT HCIONIb30BaThCd B Y3KOM
CMBICJIE, TaK, KaK 3TO IPHUHATO, HAIPUMED, B AHIJIOA3BIYHON JTUTEpPATypE.

[Ton undopManuoHHoii 0e30MACHOCTBHIO MBI OyJeM IOHHMATh 3aIUIIICHHOCTh
uHbOpMAIIMK W TONJSPKHUBAIONICH HMHPPACTPYKTYphl OT CIyYaWHBIX WM
MpeJHAMEPEHHBIX BO3JIECTBUN €CTECTBEHHOI'O0 WJIM MCKYCCTBEHHOTO XapakTepa,
KOTOpbIE MOTYT HAHECTH HeMpHuemMyIeMblld ymepd cyObekTam WHGOPMAIIMOHHBIX
OTHOIICHWH, B TOM 4YHCIIe BIAJENbIlaM M TOJb30BaTENsIM HWH(pOpMAIUU U
noanepxkuBatonieit nHGpacTpykrypsl. (UyTh nanbiie Mbl MOSICHUM, YTO CIIETYET
MOHUMATH TIOJT TTOIIEPKUBAIOIIEH HHPPACTPYKTYPOIL. )

3ammura uHpOpPpMANMU — 3TO KOMIUIEKC MEpPOINPUATUN, HAMNpaBICHHBIX Ha
obecnieueHne nHOOPMAIIMOHHON 0€30MMacHOCTH.

Takum o0pa3oM, MpaBUIbHBIA C METOAOJOTMYECKON TOYKH 3pEHHUS MOAXOHA K
npobiemMam  WHGOPMAIIMOHHONW OE30MaCHOCTH HAYMHACTCSA C  BBISIBICHHS
CyOBEKTOB HMH(POPMAIIMOHHBIX OTHOIICHWH W WHTEPECOB JTUX CYOBEKTOB,
CBSI3aHHBIX C HcHoab3oBaHueM HHpopmamuoHHbIX cuctem (MC). VYrpossl
MH(QOPMAIIMOHHOW 0€30MacHOCTH — 3TO OOOpPOTHAsi CTOPOHA UCIOJIb30BaHUS
MH()OPMAIIMOHHBIX TEXHOJIOTUH.

N3 3T0r0 nosioKeHusi MOKHO BBIBECTH JIBA BaXKHBIX CJIC/ICTBUS:



TpakToBKa mpoOIEM, CBS3aHHBIX C HMHPOPMALMOHHOW OE€30MACHOCTBIO, IS
pa3HbIX KaTeropuid CyOBEKTOB MOXET CYIIECTBEHHO pas3nuyatbesa. s
WUIIOCTPALlMA  JOCTAaTOYHO  COMNOCTaBUTh  PEXUMHBIE  TOCYIapCTBEHHBIE
OopraHu3aldd WU Yy4YeOHble HMHCTUTYTH. B mepBom ciywyae "mycTh Jydine Bce
CJIOMaeTCsl, YeM Bpar y3HaeT XOTh OJUH CEKPETHBIA OUT", BO BTOPOM — "1a HET y
HAC HUKAKUX CEKPETOB, JUIIb Obl Bce padoTaiio".

Nudopmarmonnass 6€300aCHOCTb HE CBOAMUTCS HUCKIIOYUTENBHO K 3alllUTE OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K HMH(OpMalUU, 3TO NPUHLMUIHAIBHO Oolee
mupokoe noHsThe. CyObeKT MH(POPMALMOHHBIX OTHOLIEHUNW MOXET MOCTPaaaTh
(moHecTn YOBITKM W/WIM TOJAYYUTh MOPAJBHBIM yiiep0) HE TOJbBKO OT
HECAaHKIIMOHUPOBAHHOTO JOCTyNa, HO W OT IIOJIOMKH CHCTEMBbI, BbI3BaBIIEH
nepepbiB B padote. bosee Toro, st MHOTUX OTKPBITBIX OpraHu3aiuil (Harpumep,
y4eOHBIX) COOCTBEHHO 3alluTa OT HECAHKIMOHWPOBAHHOTO JOCTYyNa K
UH(GOpPMAIIMK CTOUT MO BAXKHOCTU OTHIOAbL HE Ha TIEPBOM MECTE.

BosBpaiasch k BonpocaM TEPMUHOJIOTHH, OTMETHM, YTO TEPMUH "KOMITbIOTEpHAs
6e3omnacHocTh" (Kak HKBUBaJIeHT Wi 3ameHutenb Wb) mpexacraBnsercs Ham
CIMIIKOM  y3kuM. KoMmmbploTeppl — TOJBKO OJIHA U3  COCTaBISIOLIMX
MH(GOPMAIIMOHHBIX CHCTEM, W XOTS Hallle BHUMaHHE OyJIeT COCPEJOTOYEHO B
NepByl0 ouepenb Ha HWHPOpMAIMM, KOTOpas XpaHHUTCs, oOpabaTbiBaeTcs H
nepenaeTcs ¢ MOMOUIBI0 KOMITBIOTEPOB, €€ 0e30MacCHOCTh OIpeAesieTcsl Bcei
COBOKYITHOCTBIO COCTABJISIOIIMX U, B TIEPBYIO OYEpPElb, CAMBIM CIa0BIM 3BEHOM,
KOTOPHIM B TIOJIABJISIIONIEM OOJIBIIMHCTBE CIy4aeB OKa3bIBAE€TCAd YEJIOBEK
(3amucaBIIui, HampuMep, CBOM Mapoyib Ha "TOpuMYHUKE", NPUIICTUICHHOM K
MOHHUTOPY).

CornacHo ormnpeaeneHui0 HWH(POpPMAIMOHHONW 0€30MacHOCTH, OHa 3aBUCUT HE
TOJIKO OT KOMIIBIOTEPOB, HO M OT NOJAJAEpXKUBAOIEH WHOPACTPYKTYPHI, K
KOTOPOMl MOKHO OTHECTH CHUCTEMBI JJIEKTPO-, BOJO- U TEIJIOCHAOXKEHUS,
KOHAMIIMOHEPHI, CPEACTBA KOMMYHHUKAIUH H, KOHEYHO, OOCTY>KHBAIOIIHI
nepcoHan. Jta MHPPACTPYKTypa HMMEET CaMOCTOSTENbHYIO II€HHOCTb, HO Hac
OyzaeT MHTepecoBaTh JUILb TO, KAaK OHA BIMSAET HAa BHIMNOJIHEHHE UH()OPMAIIMOHHOM
CUCTEMOM MPEANUCAHHBIX €l (yHKIIH.

OO6patuMm BHUMaHUE, 4TO B omnpeaenenun Wb nepen cymecTButeabHbiM "yiiepo"
CTOUT MpuiarareibHoe "Hempuemiemblil". OueBHIHO, 3aCTPaxoBaThCs OT BCEX
BUJIOB yiiepOa HEBO3MOXKHO, TeM 0o0Jjiee HEBO3MOXKHO CII€IaTh 3TO 3KOHOMHUYECKH
1eJ1ecoo0pa3HbIM  €cIIocoOOM, KOrja CTOMMOCTb 3allUTHBIX CPEACTB U
MEpOINPUATUI HE NPEBBIIIAET pazMep OXUAAaeMoro ymepOa. 3HauuT, ¢ YEM-TO
MPUXOAUTCS MUPUTHCA U 3alUIIATHCS CIEAYET TOJIBKO OT TOr0, C YeEM CMUPHUTHCS
HUKAaK Henb3s. VMHOrna TakuM HEIONYyCTHUMBIM YyIIEpOOM SIBISETCS HAHECEHHE
Bpeda 30pOBBIO JIIOJEH WM COCTOSIHUIO OKPY)KAIOIIEH Cpelbl, HO Yalle Mopor
HEIPUEMIIEMOCTH UMEET MaTEpHAIbHOE (JICHE)KHOE) BBIPAKEHUE, a LEJIbIO 3aIUThI
MH(pOpMaIMM CTAHOBHUTCS YMEHBIIEHHWE pa3MepoB yuiepda [0 JIOMyCTUMBIX
3HA4YCHUMN.



OcHoBHBIE cOCTABJIAOIINE HHPOPMALIMOHHOM 0€30I1aCHOCTH
Nudopmanimonnass 0e30MacHOCT, — MHOTOTPaHHAsl, MOXHO JaXke CKas3aTh,
MHOTOMEpHasi 00JIacTh JIESITEILHOCTH, B KOTOPOM YCIEX MOXKET MPUHECTH TOJIBKO
CUCTEMATUYECKUM, KOMIUIEKCHBIA MOAXO.

CrexTp MHTEpPECOB CYOBEKTOB, CBSI3AHHBIX C MCIOJIb30BAHUEM MH(OPMAIIMOHHBIX
CUCTEM, MOHO pa3enuThb Ha CIIeAYIOIINE KaTeTOpHUU:
obecrieueHre JOCTYNNHOCTH, EJTOCTHOCTH HKOH(pUIeHIIUAIBHOCTH HHPOpMaIu
OHHBIX PECYPCOB U MOJJIEPKUBAIOIIEH HHDPACTPYKTYPHI.

Nuorma B 4yuncio OCHOBHBIX cocTaBisiomux Kb  BkiIodaroT 3ammry OT
HECAHKIIMOHUPOBAHHOTO KOMHPOBAaHUS HHGOpPMAIUM, HO, HAa HAIl B3I, ATO
CJIMIIIKOM CHEeUU(PUISCKUI acCleKT ¢ COMHUTEJIbHBIMHM IIIAaHCAMU Ha YCIHEX,
MOPTOMY MBI HE CTAHEM €TO BBIJETISTh.

[TosicHUM MOHSITUS TOCTYMHOCTH, IIEJIOCTHOCTH M KOH(UICHIINATBLHOCTH.
JIOCTYITHOCTh — 3TO BO3MOXKHOCTBH 3a MPUEMJIEMOE BpPEMs IMOJIYYUTh TPEOyeMyro
uH(OpMaMOHHYIO yCiIyry. [1o/1 eTOCTHOCTRIO MTOApa3yMeBaeTCsl aKTyalIbHOCTh U
HEMIPOTUBOPEUMBOCThL HMH(OpMAIIUK, €€ 3allUIIEHHOCTh OT pa3pylIeHUs W
HECaHKITMOHUPOBAHHOT'O U3MECHECHHUSI.

Hakonen, koHuAEHIIMATBHOCTH — OTO 3allUTa OT HECAHKIIMOHUPOBAHHOTO
JOCTYyTa K uH(opMaIum.

NudopmalinonHple CUCTEMBl CO3JAIOTCS  (MIPUOOPETAIOTCS) ISl MOJYYSHUS
OTIpeJICICHHBIX WH(GOPMAIMOHHBIX yciayr. Eciu mo TeMm WM HMHBIM MPUYMHAM
OPEAOCTaBUTh OSTHU YCIYTH IIOJb30BATENSIM CTAHOBUTCS HEBO3MOXKHO, 3TO,
OUYEBUJIHO, HAHOCUT yIIepO BceM cyObekTaM HH(POPMAIMOHHBIX OTHOIICHHM.
[loaToMy, HE MNPOTUBOIMOCTABISIS JOCTYHHOCTh OCTajJbHBIM AacHeKTaM, Mbl
BBIICIISIEM €€ KaK BaKHEHIITUH AlIeMeHT HH(POPMAITMOHHOW 6€301aCHOCTH.
Oco0eHHO SpKO Beaylias poJib JOCTYITHOCTH TMPOSIBISIETCS B Pa3HOTO poja
CUCTEMAaX YMPABJIEHUS — MPOU3BOJCTBOM, TPAHCIOPTOM M T.N. BHemHe MeHee
JpaMaTUYHbIE, HO TAK)KE€ BECbMa HENPUATHBIEC MOCIEACTBUS — U MaTE€pUaJIbHbIE, U
MOpaJbHBIE — MOXET HMEThb [JIUTENIbHAs HEJOCTYMHOCTh HH(GOPMAIIMOHHBIX
yCIIyT, KOTOPBIMH TIONBb3yeTCs OOJNBIIOEe KOJMYECTBO JIioAed (mpomaxka
KEJIE3HOIOPOKHBIX U aBUAOMIIETOB, 0AHKOBCKUE YCIYTH U T.I1.).

[lenocTHOCTP MOXKHO TOJPAa3ACNNTh HA CTAaTUYECKYH (NMOHMMAaeMylo Kak
HEU3MEHHOCTh MH(POPMAIIMOHHBIX O0BEKTOB) U TUHAMHUYECKYIO (OTHOCSIIYIOCS K
KOPPEKTHOMY BBINIOJIHEHUIO CIIOKHBIX JelcTBUM (TpaH3akuuii)). CpexacTtsa
KOHTPOJISI IMHAMUYECKOU LETOCTHOCTH MPUMEHSIOTCS, B YACTHOCTH, MPU aHAIIU3E
MOTOKa ()MHAHCOBBIX COOOIICHHH C TEIBIO BBISBICHUS KPaXKH, IEPEYNOPSTOUCHHS
WM TyOJIMpOBaHUS OTJEIBHBIX COOOIICHUH.

[lenocTHOCTH OKa3biBaeTCs BaxHewmuMm acnektom KMb B Tex ciydasx, korjaa
uHbopMaIMs CIYyKUT "pYKOBOJACTBOM K jeicTBuio". Pemenrtypa nexapcTs,
MpEeANUCaHHbIE  MEIMIIMHCKHE  NpPOLEeAYphl, HA0Op U  XapaKTePUCTUKHU
KOMIUICKTYIOUIUX U3JIENUNA, X0 TEXHOJIOTHYECKOro MpoIecca — BCE 3TO MPUMEPbI
nH(popMaILK, HApYIIEHUE LIETOCTHOCTU KOTOPON MOKET OKa3aThCsl B OyKBAJIbHOM
CMbIC/IE cMepTeiabHbIM. HenpuaTHO M uckaxeHue odpulMalibHON MHOOpMaLNH,
Oynb TO TeKCT 3akoHa WM cTpaHuna  Web-cepBepa  Kakoi-inodo



MIPaBUTEIILCTBEHHOU OpraHu3aIuu. KondpunenunanbHocth  —  camblil
MpopaOOTaHHBIH y HAac B CTpaHe acmnekT uHdopManuoHHOW Oe3zomacHocTH. K
CO’KaJICHUIO, paKTUYeCcKas peannzanus Mep o 00ecIreyeHuto
KOH(PUIEHIIUATBHOCTA COBPEMEHHBIX HMH(OPMAIIMOHHBIX CUCTEM HATAJIKWBACTCS B
Poccun Ha cepbe3Hbie TpyaHOCTH. Bo-IepBBIX, CBEICHUS O TEXHUYECKUX KaHaJIaxX
yTeUKd UHOOpMAlMM  SIBISIOTCS  3aKPBITBIMHA, TakK 4YTO  OOJIBIIMHCTBO
MOJIb30BaTeNIed  JIMIIEHO  BO3MOXHOCTH  COCTaBUTh  MPEACTaBICHUE O
MOTEHIIMATIbHBIX pUCKaX. BO-BTOPHIX, HA MYTHU MOJB30BATEIBCKON KpuNTOorpahuu
KaK OCHOBHOTO  CpelIcTBa  OOecleueHUuss KOH(PUIECHIUATBHOCTU  CTOST
MHOT'OUYHCJIEHHBIE 3aKOHOAATEIbHBIC MPETIOHBI U TEXHUYECKUE TTPOOTIEMBI.

Ecnm BepHYThCS K aHaJIM3y HWHTEPECOB pa3IMYHBIX KaTeropuil CyOBEKTOB
WH(OPMAIIMOHHBIX OTHOIICHUH, TO MOYTH JJII BCEX, KTO pealibHO ucnoyb3yeT VC,
Ha MEePBOM MECTE CTOUT JOCTYMHOCTh. [IpakTHUeCKU HE yCTYIMaeT el M0 BaXKHOCTH
LEJIOCTHOCTh — KaKOW CMBICT B MH(QOPMALIMOHHOM yCIyre, €Cilid OHa COAEPKUT
UCKKCHHBIC CBEJICHUS?

Hakonen, xoHpuIeHIMATBLHBIE MOMEHTHI €CTh TaKXe€ y MHOTHUX OpraHu3alul
(maxxe B YIIOMHHABIITUXCS BBIIIE YUEOHBIX MHCTUTYTAX CTaparOTCS HE pasriialliaTh
CBEJICHMSI O 3apIuiaTe COTPYIHHUKOB) M OTJEJBHBIX IOJIK30BATENICH (HAmpuMmep,
apoJIn).

Hawu6oJsiee pacnipocTpaHeHHbIe YTPO3bI:

3HaHME BO3MOXKHBIX YIpO3, a TakKe YSI3BHUMBIX MECT 3alllUThl, KOTOPBIE STH
yrpo3bl OOBIYHO SKCIUTYaTUPYIOT, HEOOXOAUMO MJis TOro, 4YTOOBI BBHIOMPATH
HanboJee IKOHOMUYHBIE CpeICTBA oOecreueHns 0€30MacHOCTH.

OcHoBHBbIE onpe/ie/ieHNs] U KPUTEPHH KiaccupuKanum yrpo3

¥Yrpo3a - 3T0 OoTeHIMAJIbHAsT BO3MOKHOCTh OIPEICICHHBIM 00pa3oM HapyIIUTh
MH(OPMAIIMOHHYIO 6€301TaCHOCTb.

[TompiTKa peanu3anuu yrpo3bl Ha3bIBAECTCS aTAKOM, a TOT, KTO MPEINPUHUMAECT
TaKyl0 TIOTBITKY, - 3J0yMbIIUIEHHHKOM. [loTeHIMambHbIe 37I0YMBIITUICHHUKH
HA3bIBAIOTCS] HCTOYHUKAMM YIPO3bI.

Yamie Bcero yrpos3a SIBISIETCSI CJIEACTBUEM HAJIWYUS YSI3BUMBIX MECT B 3alUTE
WHOOPMAITMOHHBIX CHCTeM (TaKuX, HampuMmep, KaKk BO3MOXXHOCTh JOCTyMa
MOCTOPOHHHUX JIHMI] K KPUTHYECKH BAXHOMY OOOPYIOBAaHUIO WM OINUOKH B
MIPOrPaMMHOM OOECTICUECHHH ).

[IpomMexyTOK BpeMEHH OT MOMEHTa, KOTJa TOSBISETCS BO3MOXXHOCTh
UCIOJIb30BaTh cjaaboe MEeCTO, M 10 MOMEHTa, KOrja mnpoOen JHMKBUIUPYETCH,
Ha3bIBACTCS OKHOM ONACHOCTH, ACCOIMMPOBAHHBIM C JIAaHHBIM YS3BUMbBIM MECTOM.
IToka cymiecTByeT OKHO OMacHOCTH, BO3MOXHBI ycnelniHbie ataku Ha VC.

Ecoiu peur uper o0 ommbOkax B II0, To OkHO omacHocTH "OTKpbIBaeTcs" c
MOSIBJICHUEM CPEJICTB UCIOJIB30BAHUS OMMUOKN W JTUKBHIAUPYETCS MPU HATOKCHUHU
3ariaT, €e UCIIPABIISIONIUX.

JIs1 OONBIIMHCTBA YSI3BUMBIX MECT OKHO OIMACHOCTH CYIIECTBYET CPAaBHUTEIHHO
J0JIT0 (HECKOJIbKO JTHEeW, MHOT/A - HE/eJNb), MOCKOJBKY 3a 3TO BpPeMs JOJKHBI
MIPOU30UTHU CIAEAYIOUIUE COOBITHSL:

JOJIKHO CTaTh U3BECTHO O CPEACTBAX MCIOIb30BaHUS Mpobelia B 3alIUTE;



JIOJKHBI OBITh BBIMYILEHBI COOTBETCTBYIOIIUE 3aIIATHI;

3aruiaThl JOJKHBI OBITH YCTaHOBJIEHBI B 3amuiaemon NC.

Mp1 yke yka3blBalld, YTO HOBBIEC YS3BUMbBIE MECTa U CPEACTBA UX HCIOJIb30BaHUS
MOSIBJIAIOTCS TMOCTOSIHHO; 3TO 3HAYUT, BO-TIEPBBIX, YTO MOYTH BCErJa CYIIECTBYIOT
OKHa OIIACHOCTH U, BO-BTOPBIX, YTO OTCJCKUBAHUE TaKUX OKOH JOJIKHO
MIPOU3BOJIUTHCS TIOCTOSIHHO, @ BBIMYCK M HAJIOXKEHHE 3aIuiaT - KaKk MOXXHO Ooliee
OIEpPaTUBHO.

OTMeTHUM, YTO HEKOTOPBIE YIPO3bl HEJb3sl CUMTATh CIEICTBUEM KaKUX-TO OIIMOOK
WU TPOCUYETOB; OHU CYIIECTBYIOT B CHJIy caMOW Tpupojbl coBpemeHHbIXx HC.
Hanpumep, yrpo3a OTKIIOYEHUS! 3JEKTPUYECTBA MM BBIXOJA €ro MapaMeTpoB 3a
JOMYCTUMBIE TPAHUIBI CYIIECTBYET B CHJIY 3aBUCHUMOCTH  alapaTHOTO
ob6ecneuenust UC oT ka4ueCTBEHHOT'O DJICKTPOIUTAHUS.

Paccmorpum Hanbosnee pacnpoCTpaHEHHBIE YIPO3bl, KOTOPBIM IOJIBEPKECHBI
COBpeMEHHbIE MH(POpPMAIIMOHHBIE CUCTEMBI. IMeTh mpe/cTaBiIeHue O BO3ZMOMKHBIX
yrpo3ax, a Takke 00 YA3BHUMBIX MeCTaX, KOTOpbIE JTH YIPO3bl OOBIYHO
AKCIUTYaTUPYIOT, HEOOXOJMMO JJIg TOro, 4YToObl BBIOMpaTh Haubosee
HPKOHOMHYHBIE CpencTBa olecreyeHus: 6ezonacHocTu. CIMIIKOM MHOTO MHU(]OB
cymiecTByeT B cdepe HHPOPMAIMOHHBIX TEXHOJOTHHN (BCIIOMHMM BCE Ty XK€
"IIpo6aemy 2000"), mosToMy HE3HaHUE B JAHHOM CiIy4ae BEJIET K Iepepacxoay
CPEIICTB U, YTO €IIe XYyXe, K KOHIEHTPAIMN PECYpCOB TaM, I'Jle OHH HE OCOOEHHO
HY>KHBI, 32 CYET OCJIa0JIeHUs JEHCTBUTENBHO YSI3BUMBIX HAIIPABJICHUI.
[loguepkHeM, 4yTO caMo NOHATHE '"yrpo3a" B pa3HbIX CHUTYyalUsX 3a4acTyo
TpakTyeTcs mo-pazHoMy. Hampumep, mjis MOAYEPKHYTO OTKPBITOM OpraHU3aluu
yrpo3 KOHPHUAEHIIMATBHOCTH MOXKET MPOCTO HE CYIIECTBOBATH - BCS MH(OpMaIus
cuMTaeTrcsa OOIEOCTYHOW; OJHAKO B OOJBIIMHCTBE CIy4aeB HeEJIeTaJbHBIH
JOCTYII IPEACTABISETCS CEPbE3HON OMacHOCThIO. IHBIMH CII0OBaMHU, YTrpo3bl, KaK U
Bce B Wb, 3aBuCAT OT HHTEPECOB CYOBEKTOB MH(POPMAITMOHHBIX OTHOIICHHUH (U OT
TOT0, KAaKOH yIiepo sIBISETCS I HUX HEMPUEMIIEMbBIM).

Mpbl nonbITaemMcsi B3IVIIHYTh Ha NPEAMET C TOYKM 3pEHUS] TUIOUYHOM (Ha Haml
B3IJIA]1) OpraHu3aiuu. Bopouem, MHOTHE yrpo3bl (HapuMeEp, MoxkKap) OnacHbl st
BCEX.

VYTpo3bl MOKHO KJIaCCU(PUIIUPOBATH IO HECKOJIBKUM KPUTEPUSIM:

Mo acmekry WHOOPMAIMOHHOW 0€30MacHOCTH (IOCTYIMHOCTh, IEJIOCTHOCTD,
KOH(HICHIINATBHOCTh), MPOTHUB KOTOPOTO YrpO3bl HAIpPaBICHHI B MEPBYIO
ouepe/ib;

M0 KOMIIOHEHTaM HWH()OPMAIIMOHHBIX CHUCTEM, Ha KOTOPBIE Yrpo3bl HalEJIEHBI
(maHHBIC, MPOrpaMMBI, aninapaTypa, nojaaAepKuBaroiias HHGPaCTPYKTypa);

mo  cmoco0y  OCymIeCTBICHHS  (CIydJaiiHble/TIpeTHAMEPECHHbBIE  JICUCTBUS
MIPUPOTHOTO/TEXHOTEHHOTO XapaKTepa);

10 PACTOJIOKEHUIO UICTOUHHKA YIpo3 (BHYTpU/BHE paccMarpuBaeMoit C).

B kauecTBe OCHOBHOTO KpUTepHUsi Mbl OyZeM HMCHOJb30BaTh MEPBBIM (IO ACMEKTY
WB), npusnekas npu HEOOXOIUMOCTH OCTAJIbHBIE.



OcHoBHbBIE YTPO3bl KOHQUIEHITUATBHOCTH

Kondpunenuuanbuyo uHQOpManuMioo MOXKHO pa3leliuTh Ha MPEIMETHYIO U
cnyxebnyro. CnyxeOHas uHpopmaius (Hanmpumep, Mapoyiv MOJb30BaTENCi) He
OTHOCHUTCSl K ONPEEICHHON NpeIMETHON 00s1acTd, B MHPOPMALIMOHHON CHUCTEME
OHA UTPAET TEXHUYECKYIO pOJib, HO €€ PAaCKPBITHE OCOOEHHO OMACHO, MOCKOJIBKY
OHO YpeBaTO TOJYYEHHEM HECAHKIMOHMPOBAHHOIO JOCTyna KO Bcei
nH(popMaIK, B TOM YHUCJI€ MPEIMETHOM.

Haxe eciu umHbOpMaLUS XPAaHUTCS B KOMIBIOTEpE WIM MpeJHa3HauYeHa st
KOMITBIOTEPHOT'O MCIOIb30BaHUs, YTPO3bl €€ KOHPUACHIIHAIBHOCTH MOTYT HOCUTh
HEKOMIBIOTEPHBIN U BOOOIIIE HETEXHUYECKHUI XapaKTep.

MHOruM JIOJISIM TIPUXOJUTCS BBICTYNATh B KAUECTBE MOJIb30BaTEICH HE OJHOM, a
1esjaoro psga cucteM (MHPOPMAIIMOHHBIX CEpBUCOB). Ecnmu miis goctymna K Takum
CHUCTEMaM HCIIOJIb3YIOTCS MHOTOPA30BbIC MApOJIM WM HMHAs KOH(UICHIIHAIbHAS
uH(dOpMaIMsl, TO HaBEpHSKA 3TH JaHHBIC OYyT XPAaHUTHCS HE TOJIBKO B TOJIOBE, HO
U B 3alMCHOM KHUXXKE WJIM Ha JINCTKax OyMard, KOTOpbIE IMOJIb30BaTeNib YacTo
OCTaBIIIET HAa pabouyeM cTojie, a TO M MOMmpocTy Tepser. M nmemo 3mech He B
HEOPraHU30BAaHHOCTHU JIIOJICH, a B W3HAYAJBbHOW HENPUTOJHOCTH MapOJIbHOM
cxembl. HeBO3MOXHO MOMHHUTHL MHOTO Pa3HBIX Mapojied; PEKOMEHIAIMH M0 UX
peryisipHoi (10 BO3MOKHOCTH - YaCTOM) CMEHE TOJIbKO YCYTYOJISIOT MOJIO0KEHUE,
3aCTaBlisAsl MPUMEHSTh HECJOKHBIE CXEMbl YepeOBaHUS WM BOOOIIE CTapaThCs
CBECTH J€J0 K JBYM-TPEM JIETKO 3allOMHHAEMBIM (M CTOJIb JKE€ JIETKO
yraJbIBAEMBIM ) TTAPOJISM.

OnucanHbli  KJIacC  yA3BUMBIX MECT MOXHO  Ha3BaThb  pa3MELIEHHUEM
KOH(UIEHIIMATBHBIX JaHHBIX B Cpejie, T/ie UM He obOecrieueHa (3a4acTyio - U He
MOXKET OBITh OOecIeueHa) HeoOXoauMast 3aluTa. YTpo3a K€ COCTOMT B TOM, UTO
KTO-TO HE OTKaXXETCSl Y3HATh CEKPEThI, KOTOPbIE caMH mpocATcs B pyku. [lomumo
napoJield, XpaHsIIIMXCS B 3alHUCHBIX KHIDKKAaX MOJb30BaTeNei, B 3TOT KIACC
nornajaet nepeaada KOH(QHUICHIIMATbHBIX TaHHBIX B OTKPBITOM BUJE (B pa3roBope,
B MUCbME, MO CETH), KOTOpAasl JI€a€T BO3MOXKHBIM MEpexXBaT JaHHbIX. s araku
MOTYT HCIOJIb30BaThCsl Pa3Hble TEXHUYECKUE CpencTBa (MOACIYIIMBAHUE WU
MPOCIYIIMBAHUE PA3rOBOPOB, MACCUBHOE MPOCIYIIMBAHUE CETH U T.I.), HO UAEs
OJlHA - OCYUIECTBUTH JOCTYIl K JaHHBIM B TOT MOMEHT, KOIJla OHU HauMeEHee
3allHIICHBIL.

VYrpo3y nepexBaTta NaHHBIX CJIEAYET NMPUHHMATh BO BHHMaHUE HE TOJIBKO IpPHU
Haya’dbHOM KOHQurypupoBanun WC, HO M, YTO OYEHb BaXHO, MpPHU BCEX
W3MEHEHUAX. Becbma OmMacHOW yrpo30M SBISIIOTCS... BBICTABKH, Ha KOTOpPBIE
MHOTHE OpraHu3aluy, HEJ0Jro JAyMasi, OTIpaBIAlOT OOOpylOBaHUE U3
MIPOU3BOJICTBEHHON CETH, CO BCEMH XPAHSALIMMUCS HA HUX JaHHBIMH. OcTarorcs
MPEKHUMHU TMAPOJIH, MPU YJIAJEHHOM JOCTYIE€ OHU MPOJIOJKAIOT NEepeaaBaThcsl B
OTKPBITOM BHJIE. DTO MJIOXO JaXe B Mpejiesiax 3alluIeHHON CeTH OpraHu3aluu; B
00bEIMHEHHOW CETU BBICTABKM - 3TO CIIMIIKOM CYpPOBOE HCIBITAHHE YECTHOCTHU
BCEX YYaCTHUKOB.

Eme onun npumep U3MeHEHHs, 0 KOTOPOM 4acTO 3a0bIBAIOT, - XPAHEHUE JTAHHBIX
Ha pe3epBHbIX HOcUTENsAX. J[ns 3amuThl JaHHBIX HA OCHOBHBIX HOCHUTENSX



IIPUMEHSIIOTCA PA3BUTBIE CUCTEMBI YIPAaBICHUs JOCTYIIOM; KOIMU K€ HEPEIKO
MIPOCTO JIeXkKaT B MKadax U NOJYyUYUTh JOCTYIl K HUM MOT'YT MHOTHE.

[lepexBaT NaHHBIX - OYEHb CEpbE3Hasl yrpo3a, M €cld KOH(HUIECHLIHUATBbHOCTh
JEUCTBUTEINIBHO SIBISACTCS KPUTUYHOM, a TAHHBIE NIEPEJAI0TCs 10 MHOTUM KaHajaM,
MX 3alllMTa MOXET OKa3aTbCs BECbMA CIIOKHOW U JOPOrocTosuen. TeXHUudeckue
CpelICTBa IMepexBaTa XOpoUIo MpopadoTaHbl, JOCTYIHBI, MPOCTHI B AKCILTyaTalllH,
a YCTaHOBUTb UX, HAIPUMEP, HA KAOEIbHYIO CE€Th, MOXKET KTO YTOAHO, TaK 4YTO 3Ty
yrpo3y HYKHO IIPUHUMATh BO BHUMAHHE IO OTHOLIEHUIO HE TOJBKO K BHEIIHUM,
HO ¥ K BHYyTPEHHUM KOMMYHHKALIHASIM.

Kpaxu o0opynoBaHus SBISIOTCS YIpO30il HE TOJBKO ISl PE3€PBHBIX HOCUTENEH,
HO U JIJI1 KOMITBIOTEPOB, 0COOEHHO NMOPTAaTUBHBIX. YacTo HOYTOYKH OCTaBisAtOT O€3
OpUCMOTpa Ha paboTe WU B aBTOMOOUIIE, MHOTAA MPOCTO TEPSIOT.

K mHempusTHBIM  yrpo3aM, OT KOTOpPBIX TpPYIHO 3allUIIATbCA, MOYKHO
OTHECTH 3JI0ynOoTpedeHne moaHoMouusaMu. Ha  MHOrmx Tumax cucrem
NPUBWICTUPOBAHHBIA TMOJB30BaTENb (HANMPUMEP, CHUCTEMHBIH aIMUHHUCTPATOP)
CHocoOeH MpouYuTaTh JIIOOOW (He3amH(ppOBaHHBIN) (ailyl, MOTYyYUTh NOCTYN K
nouTe J00ro moisib3oBaTens W T.A. [pyroil mpumep - HaHeceHWe yiiepba mpu
cepBUCHOM  oOcimyxuBaHuU. OOBIYHO  CEPBUCHBIM  WHXKEHEP  MOJy4aeT
HEOTpaHUYEHHBIN TOCTYI K 000PYAOBAaHUIO U UMEET BO3MOKHOCTD JICHCTBOBATH B
00X0J MPOrpaMMHBIX 3aIIUTHBIX MEXaHU3MOB.

TakoBBl OCHOBHBIE YIpO3bl, KOTOPbIE HAHOCAT HauMOOJBIINN yHIEpO CyObeKTam
MH(POPMAIIMOHHBIX OTHOILIEHUH.



